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Decision/action requested

Agree on the pCR below.
2
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3
Rationale
The solution for interworking handover from 5G Next Gen to EPC using Nx interface proposed in this pCR, address key issue #13.1 in TR 33.899 [1].
4
Detailed proposal

***BEGIN CHANGES***
5.13.4
Solutions
5.13.4.z
Solution #13.z: Interworking handover from 5G Next Gen to EPC using Nx interface
5.13.4.z.1
Introduction  

This solution address key issue #13.1: Security for Handovers. 
5.13.4.z.2
Solution details  

Figure 5.13.4.z.2-1 below is a simplified flow from the one available in clause 4.11.1.1 in SA2 TS 23.502 [x] and describes the handover procedure from NextGen Core to EPS when Nx is supported. Security enhancements has been added to this figure.
To minimize impact on existing nodes, the target MME interprets the received signaling message from the source AMF as it is sent from a legacy MME and therefore the source AMF needs to act accordingly and provide the necessary security parameters in a similar manner to how it is done between MMEs in EPC.

In this solution, the source AMF does not transfer any security key used in 5G Next Gen system to the target MME. Instead, the source AMF derives a new 256-bit 4G-master key (i.e. Kasme’) from the 5G master key stored in the source AMF using a 5G-freshness parameter. The 5G-freshness parameter could be a counter or a random value but this is FFS. The source AMF should not expose the 5G-master key to the target MME.
The source AMF could then forward the 4G-master key (i.e. Kasme’) to the target MME on the Nx interface. This would provide backward security as the target MME, would not be able to decrypt the previous signaling exchanged between the UE and the source AMF (including signaling exchanged between the SMF nodes and the UE). 
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Figure 5.13.4.z.2-1: Updated handover flow for 4G master key derivation based on a 5G freshness parameter
1. 5G RAN decides that the UE should be handed over to the E-UTRAN. 
2. The 5G RAN sends a Handover Required message to the AMF .
The source AMF derives a new 256-bit 4G-master key (i.e. Kasme’) from the 5G master key using a 5G-freshness parameter.
3. The AMF selects an MME and sends a Relocation Request including the 4G-master key (i.e. Kasme’).
4. The target MME assigns the 4G-master key to the Kasme’ in current EPS security context and derives further keys from the EPS security context.

5. 
The MME selects the Serving GW and sends a Create Session Request message for each PDN connection to the Serving GW.The Serving GW allocates its local resources and returns them in a Create Session Response message to the MME.

6. 
The MME requests the target eNodeB to establish the bearer(s) by sending the message Handover Request message. The target eNB allocates the requested resources and returns the applicable parameters to the target MME in the message Handover Request Acknowledge.

7. 
If the MME decides that indirect forwarding applies, it sends a Create Indirect Data Forwarding Tunnel Request message to the Serving GW. 

8. 
The MME sends the message Relocation Response to the AMF.

9.
The AMF forwards to the PGW-C+/SMF the information related to data forwarding to the SGW. 
10.
The AMF sends the Handover Command to the source 5G RAN. The AMF includes the 5G freshness parameter in the Handover Command to be sent to the UE. 

11. The source 5G RAN commands the UE to handover to the target access network by sending the HO Command. 
The UE shall ensure that the 5G freshness parameter has not been used to calculate a 4G-master key (i.e. Kasme’) in a previous successful or unsuccessful handover. The UE derives a new 256-bit 4G-master key (i.e. Kasme’) from the 5G master key using a 5G-freshness parameter similar as the source AMF did in step 2.

12. The UE sends Handover Complete to target E-UTRAN.

13. Target E-UTRAN forwards the Handover Complete to the target MME.

5.13.4.z.3
Evaluation 

5.13.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
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